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The Association has the following 
objectives:

1. to form a suitable forum for exchanges
on nuclear security regulatory matters,
capable of addressing confidential 
issues,

2. to establish a mutual professional capa-
bility to examine how nuclear material
and nuclear facilities security issues are
developed and how related measures
are implemented,

3. to develop a comprehensive understan-
ding of the Fundamental Principles of
Physical Protection of Nuclear Material
and Nuclear Facilities,

4. to achieve or promote as far as practi-
cable a common approach of nuclear
security practices within Europe, reco-
gnising the continuing need for varia-
tion between States to reflect different
national circumstances. 

The department for nuclear security of France took over the publication 
of this compendium on behalf of ENSRA.

In 2021, the following 16 Euro-
pean countries are members of
ENSRA:

• Belgium

• Czech Republic

• Finland

• France

• Germany

• Hungary

• Lithuania

• The Netherlands

• Norway

• Poland

• Slovakia

• Slovenia

• Spain

• Sweden

• Switzerland

• United Kingdom
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INTRODUCTION

Created in October 2004, the European Nuclear
Security Regulators Association (ENSRA) brings
together 16 European nuclear security authorities
for the purpose of facilitating the exchange among
members of information relating to the security of
nuclear reactors and material and the sharing of
good practices in the field.

As regulatory authorities, the mission of ENSRA
members is to regulate nuclear security and to
ensure that nuclear operators or transporters of
nuclear material meet the applicable requirements
in said matters. Inspection, which is the core
responsibility of nuclear security regulators, is
essential to the task of ensuring to their respective
governments and fellow citizens that the level of
security is compliant with the goals established by
the government.

ENSRA, as part of its mission to share experiences
between members, organised in 2016 a seminar in
Paris to discuss and exchange experiences on
nuclear security inspection practices. The seminar’s
participants were all nuclear security specialists
most of whom are very experienced and
knowledgeable in their field. In view of the highly
productive exchanges, it was decided to produce a
compendium of good practices in the field of
inspection of the security of nuclear material and
facilities based on the exchanges during the
seminar.

However, this compendium is not a guide. Indeed,
each national nuclear security regime has its own
specific conditions, and the inspection practices
and methods may vary substantially from country
to country, depending on the nature of their
regulations and administrative culture. The
inspection practices may also be highly dependent
on the supervision  approach (prescriptive,
performance based and combined) implemented
by the competent authority. Moreover, inspection
is part of a broader supervision process, which
includes, among other things, the granting of
authorisations to hold or transport nuclear
material, and the carrying out of exercises to test
the effectiveness of the protection measures
adopted. The good practices identified in this
compendium must be examined from the
standpoint of the national context.

This document seeks to provide the most accurate
collection of participants’ shared experiences of
good practices, but as a synthesis of experiences,
it can only partially reflect the quality and depth of
the discussions.
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I. THE ISSUES

Nuclear material, facilities and transportation must
be protected from theft and diversion of nuclear
materials, but also against sabotage which could
lead to major radiological consequences. 

The amended Convention on the Physical
Protection of Nuclear Material (CPPNM) stipulates
that   the establishment and implementation of a
nuclear security regime (including regulation and
enforcement)  rests with the State. The State must
define the Design Basis Threat or threat
assessment to nuclear material, their facilities and
transport, and set forth the requirements to
protect them. The government must also establish
an authority in charge of ensuring that said rules
and regulations are properly implemented.
Depending on the national context, one or more
authorities have been entrusted with this
responsibility in ENSRA member states. Said
authorities are government services or government
agencies. The roles and responsibilities of the
authorities are stipulated by national legislation.

In order to accomplish the tasks assigned to them,
these authorities must set up processes entailing:

The issuance of authorisations/licenses to hold
nuclear material or operate associated facilities
under the terms and conditions set forth by
national law and licensing conditions;

The on-site inspection stipulated by the relevant
law or regulation;

The carrying out of exercises to test the ability of
nuclear operators to contend with adversary
actions (theft or sabotage) in compliance with the
requirements established for said purpose.

Other tools may contribute to the supervision of
licensees by the regulatory authorities such as:

• Periodic inspections or technical meetings with
the operators;

• Monitoring of the performance indicators as
reported by operators;

• Reports by the licensees on security events;

• Prior agreement/authorisation/permits on
facility modifications;

• Issuing of regular reports by operators, etc.

Among all these processes, on-site inspections are
of capital importance since they enable the
authority to verify up-close the reality of the
measures set up by the nuclear operators. All the
ENSRA members  carry out on-site inspections,
which are a core part of their mission and to which
they devote much effort. 

Many good practices were gathered during the
seminar, from the annual scheduling of said
inspections to the usage of the findings and the
ensuing follow-up as well as the training of the
inspectors.
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II. SECURITY SUPERVISION OF NUCLEAR
MATERIAL, FACILITIES AND TRANSPORT

Given the sensitivity of nuclear material and the
potential radiological consequences relating to the
sabotage of a nuclear facility, dedicated national
regulations set the requirements for the protection
of nuclear material, their transport and associated
facilities. These requirements subject nuclear
material and facilities to authorisation. Said
authorisation may be specific to nuclear security or
be issued within a joint nuclear safety and security
licensing process.

The ENSRA authority members are responsible for
granting the security aspect of authorisations and
ensuring compliance with the regulatory
requirements.

In order to do so, all ENSRA members rely on on-
site inspections in the course of which they verify
the compliance with the protection measures
implemented by the nuclear operators.

1. Inspection goals

ENSRA members concur that the first goal of an
inspection is to enable the authority to verify the
compliance of the facilities (and of their security
measures) or transport with the security rules
required by regulations.

The inspections also make it possible to look into
the organisation established by the operator to
meet its regulatory requirements and, especially to
ensure the dissemination of the security culture
within its staff and subcontractors. Inspections also
allow to verify how information security is
implemented at the operators level and check the
vigilance of personnel towards suspicious
behaviour.

Aside from pure compliance with the regulatory
and technical requirements, the inspection enables
the authority to form an initial opinion on the
overall level of security of a given facility or, for that
matter, a fleet of nuclear facilities. It may round out
this knowledge with information provided regularly
by the operator, including reports about the
implementation of security and self-assessment
measures (quantitative or qualitative). The effort is
bolstered by the regulatory requirements on the
reporting of security events (like the malfunction
of surveillance equipment) specified in the
regulations .

Moreover, the lessons learned from inspections
may contribute to identifying changes to be made
in the regulation to strengthen its effectiveness and
thus improve nuclear security.

Finally, the inspection may enable the authority to
heighten the awareness of the operator and its
staff on certain matters (insider threat,  information
security, etc.). In special situations when it appears
to be more effective, the inspector may also
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provide methodical guidance to help the operator
contend with the range of regulations concerning
the facility.

2. Inspection policy

The seminar participants concurred that an
authority’s first step is to develop an inspection
policy defining the means to allocate to the
inspections and inspection programmes. 

n Resources
The time devoted to inspections includes, aside
from the inspection itself, the planning, the
preparation and the follow-up. Experience shows
that these other tasks consume on average a total
of three working days per each inspection day.

In theory the inspection programme should be
estimated based on the regulatory needs: how
many inspections are deemed necessary to enable
the authority to ensure requirements are correctly
implemented. However, due to limited resources,
it is often needed to set the inspection programme
based on a balance between inspection needs and
other obligatory regulatory activities. 

It is thus necessary to estimate the amount of time
that the inspector will have to devote to the other
regulatory tasks to be performed so as to be able

to identify the number of inspections that can be
performed each year.

In conjunction with their inspection mission, it is
indeed deemed beneficial for inspectors to assess
the authorisation applications and participate,
when relevant, in the regulatory development
process (at least because they can provide useful
feedback on their in-the-field experience enforcing
regulations). This helps provide consistency to the
authority’s action.

Following the suggestions of seminar participants,
the inspector should not devote more than fifty per
cent of his time to inspections in order to ensure a
certain balance in  his regulatory assignments.

n Inspection programme
Defining an annual inspection programme allows
the authority to organise in the most effective way
its inspection work while accounting for the issues
posed by the facilities or the transport of nuclear
material in a context often characterised by limited
available resources.

The programme is usually prepared at the end of
the year for use the following year. It is built on the
findings of the current year's inspections.
Depending on the practices of the security
authority, it may also be part of a multi-year
programme, and is part of the authority’s overall

overall monitoring strategy

Multiannual programme
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supervision strategy. The inspection programme
may define, in particular the goals to be achieved
via the conducting of inspections: regulatory
compliance, verification of the overall level of
security, development of the security culture, etc.
The multiannual programme, when it exists, sets
forth this supervision strategy over a limited
number of years after which an overall assessment
may be performed. Said assessment contributes to
the elaboration of a new multiannual programme.

The inspection programme itself is usually decided
by the authority’s management. It builds on the
security threat, the number of nuclear facilities or
nuclear transports, the security challenges and
available resources. It also relies on the experience
and knowledge of the inspectors and their advices.
The establishment of an inspection programme at
the authority management level and not only at
the inspector level helps bringing consistency to the
authority’s action; for example, the choice to direct
a campaign of inspection to specific topics may
contribute significantly to this consistency.

The inspection activity makes heavy use of the
authority’s financial and human resources and
must therefore be defined while taking into
account the other activities such as the processing
of applications for new authorisations or changes
in existing ones, regulatory changes, national
exercises scheduled during the year, etc.

The inspection programme specifies the general
amount of inspections to be performed during the
year. It may set the quantitative objectives (total
number of inspections to be performed in the year
or number of inspections to be performed by
facility), or may set more qualitative objectives
(topics to be broached). It may also, as is often the
case in the ENSRA member countries, rely on a
combination of the two criteria.

The inspection programme may thus define:

The facilities/transports to be inspected in the
coming year, taking into account the graded
approach: for example, facilities containing
category I nuclear material may thus be subject to
one or more inspections per year, whilst facilities
containing category III nuclear material may be
inspected once every other year. Similarly, nuclear
power plants may be subject to more frequent
inspections than research reactors. Providing a
frequency of inspection by type of facility is
somewhat tricky. Indeed, the number of
inspections to be performed on a facility depends
very much on the national context and on the
security challenges posed by each  facility. For the
most sensitive facilities, one or two or even more
inspections per year seems to be appropriate.
Some (in-depth) inspections may take more than
one working day;

Topics to be checked during the inspection (e.g.
physical protection, cyber security, NMAC,
protection of information, security culture, etc.).
These topics may be defined to take account of an
annual or multiannual priority of the authority. This
may be the case for example when a new
regulation is being implemented. The topics may
also be set, either on the basis of feedback from
previous inspections of a given facility, or on the
state of the facility (significant work scheduled
having an impact on the security, declaration of
security events during the past year, etc.);

The period of the year in which an inspection will
be performed. This good practice makes it possible
to spread the authority’s workload over the year
and better schedule the use of resources for the
other supervision activities;

The inspector who will carry out the inspection.
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The inspector is usually the one who knows best
the site or security-related transport activities. It
may nonetheless be worthwhile to combine the
experiences and arrange for an inspection by
another inspector other than the initial one in
order to benefit from a fresh view on the operator’s
practices and the implemented security measures
at the facility. This step is also a good time to
identify outside experts, in particular for
inspections on specific topic matters;

Other experts which could take part or be invited
on a case-by-case basis to the inspection activities.

In addition, the inspection programme should
provide for different types of inspections:

Planned and announced inspections, which are
defined in advance and which dates are announced
to the operator. The latter knows the inspection
date and may be informed of the main topics that
will be dealt with by the inspector or inspectors.
The advantage of these inspections is that it is
easier for the inspectors to have access to the right
people on the day of the inspection.  It also allows
operators to prepare it better.

Varying levels of planned and unannounced
inspections, depending on the authority’s practices
and the objectives set in its annual programme.
The practices within ENSRA show that, whilst the
share of these inspections varies considerably, they
do not represent more than half of the inspections
performed in a year. While there is no denying the
advantage of unannounced inspections, in that

they reduce biases stemming from the authority’s
preparation, they may complicate the organisation
of scenario-based simulations and certain tests,
and limit the possibility for inspectors to talk with
certain individuals. Although the proportion is low,
unannounced inspections help ensure that the
operator is more vigilant on a day-to-day basis
about the security of its facilities.

Announced or unannounced inspections in the
case of a significant security event. Even if the
operator prepares a report of the event identifying
its causes and the corrective measures since taken,
an inspection carried out immediately after the
event makes it possible to verify the information
transmitted by the operator, to enhance the
investigations into the causes and potential
consequences of the event and to detect other
potential vulnerabilities in the operator’s security
system.

Announced or unannounced inspections to ensure
security conditions during work on the facility. The
conduct of this type of inspection makes it possible
to verify that the security measures are maintained
or enhanced to account for the specific conditions
of sites or that compensatory measures are taken
during the conduct of the work. Indeed, security
conditions may be modified due to on going works,
which can create vulnerability in the security
system.
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III. THE CONDUCT 
OF INSPECTIONS

1. The inspection team

ENSRA members generally visit sites or inspect
transports in teams of at least two inspectors. This
policy has four advantages: it broadens the scope
of the team’s competency, allows for the treatment
of a greater number of subjects during the visit,
gives inspectors the opportunity to discuss the
nature of the findings and reduces the possibility
to corrupt inspectors. When inspections entail
specific topics like cyber security, the presence of
an inspector specialised in the subject is valued,
given its highly technical content. Finally, scenario-
based simulations, which involve simulating a
specific attack to test the operator’s reaction
and/or response capabilities, may be more
complete with several inspectors placed in different
site locations.

It is considered a good practice to set up a rotation
of inspectors so that they do not inspect the same
operator too many years in a row in order to avoid
the development of connivance. This may be a
certain challenge for smaller countries/regulators
with limited nuclear fleet.  Some mechanisms could
be considered and spearheaded such as nurturing
professionalism, code of conduct, quality
assurance...

2. Rights of the inspectors

All the participants of the seminar emphasised the
fact that each government should set up a regime
that grants inspectors the power to engage in
enforcement and propose sanctions.

Inspectors should know what they are allowed to
do or not, and these rights should, to the extent
possible, be incorporated into the regulation.

The inspectors should have fundamental rights
such as gaining access to the facilities,  to all
necessary documents, including classified
information (subject to authorisation) and
interviewing staff. Although such rights may
sometimes be taken for granted,  they must be
included in the regulation to avoid conflicts with
operators who may take a recalcitrant attitude
towards inspections. However, access to the
facilities must be undertaken in compliance with
the operator’s security and safety rules. In some
countries, for example, operators do not hesitate
to make inspectors take a test to ensure they are
not under the influence of alcohol or narcotics.

Testing equipment is also a relevant way of
verifying the robustness of the physical protection
of the facilities. That said, this approach, when
practised in excess or without any framework,
could undermine the proper functioning of the
facilities. Other powers may be granted to
inspectors like the right to be accompanied by an
expert and to organise scenario-based simulations.
Whilst the systematic use of an expert may
undermine the inspector’s expertise, the presence
of an outside expert makes it possible to deal with
highly technical subjects that a generalist inspector
would have a hard time mastering. The scenario-
based simulations may involve exacting
preparation and often require the full cooperation
of the operator on obvious issues of security,
coordination and   staff availability for such things
as playing roles in simulated security attack
situations.

These rights also entail responsibilities, in particular
concerning the protection of classified information
and the non-disclosure of information gathered for
reasons other than the follow-up to the inspection.
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3. Inspection preparation

The seminar participants commented on the
importance of good preparation for the
inspections. As a general rule, inspection
preparation makes use of:

• The annual  inspection programme;

• Inspection guides and procedures;

• The conclusions and findings of the latest
inspections;

• The operators’ action plans.

4. The conduct of
inspections by topic

n Physical Protection
The inspections related to the physical protection
of facilities may be performed according to two
approaches: the performance and prescriptive
based approaches or more usually the combination
of these two approaches. Excluding one approach
for another is not necessarily relevant, as they are
complementary. The conduct of one approach
requires highly trained inspectors. In the
prescriptive approach, check-lists are usually used
and some flaws in an operator’s security system
may not be seen, giving the false impression that
the facilities of the operator, who established
security measures required by regulations, have a
sufficient level of security.

The examination of an operator’s physical
protection system should cover the different
security functions, whether they are set up
separately (are the  functions effective?) or taken
as a whole  and according to the in-depth defence
concept  (does the sequence of security functions
meets the design-basis threat?). The main
functions are deterrence, detection, delay and
response. 

Level of security culture at different levels of the
facility (managers, employees, response forces...)
can be assessed and the contingency plan of the
operator can be tested to check its efficiency with
regard to what is expected from security studies of
the operator.

Security management system or other quality
assurance programs implemented by the operators
to ensure that nuclear security requirements are
satisfied are also a matter to examine during the
inspection. 

n Cyber Security
Cyber security is an emerging and crucial topic, as
can be seen constantly in the news today.

It is necessary to train inspectors in this field, which
requires a high level of technical competence, and,
if need be, recruit specialist inspectors who can
perform more thorough and technically oriented
inspections.

The cyber security inspections can be performed
at two levels, depending on the level of inspectors’
expertise:

Inspections concerning compliance with computer
hygiene rules making it possible to assess the
company’s cyber security culture and its
compliance with the ground rules to limit risks;

Inspections on the design and operational aspects
(changes, etc.) of compliance with cyber security
regulatory requirements. These inspections may
look into the operator’s cyber security
management and/or examine highly technical
compliance checks. Said inspections require
dedicated expertise.

The ENSRA security authorities have developed
and continue to develop specific skills enabling
them to perform more thorough inspections on
these topics.

Supervision in this area also raises other issues
aside from those raised by the supervision of
physical protection measures. For example, where
should the inspection be carried out when the
facility belongs to a group but some of the IT
systems are shared? How are the scenario-based
simulations performed?
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n Transports
The inspection of nuclear material transport raises
different issues from those of facilities. The physical
protection of packages and conveyances during
shipment, which  details   must be described in the
regulations or security plans, is fundamental and
should be monitored.  But particular attention
should be given to the organisation of the
forwarding agent, the carrier and the various
subcontractors as well as to the effectiveness of the
alert procedures in the event of malicious acts (e.g.
theft or sabotage). The interface with the authority
and the military or police forces in charge of the
escort, if any, should also be addressed. A
combined approach, prescriptive- and
performance-based, should thus be used. Instead
of focusing solely on category I transports, it seems
important to strike a balance between inspections
of said material and those of categories II and III.

5. Inspection follow-up

The inspection process should include an analysis
of the findings post inspection, either by the
inspection team, the department or service head
or the person in charge of regulation. Said analysis
consolidates the inspector’s proposal.

A follow-up letter should be systematically sent to
the operator at the end of the inspection. Said
follow-up letter enables the authority to inform the
operator of the findings made during the
inspection and to ask the operator to deal with any
discrepancies found and to answer the questions
raised in the findings. Should the authority deem it
necessary to impose sanctions, the operator will
have the opportunity to formally respond to the
shortcomings raised in the report.

At the same time, inspectors should send an
inspection report to their organisation. This report,
which submits the main points observed during the
inspection, contains the circumstantial findings.
The report ensures that inspections performed on
a given facility are traceable. This is particularly
important when job rotation is frequent. It also
establishes the basis for inspection and provides
support for sanctions proposals, when appropriate.

The findings themselves should be formulated on
a graduated basis. It is a matter of faithfully citing
what was seen in the course of the inspection, even
minor discrepancies, which, if continued over many
years, could prove to be serious. Conversely,
positive findings may also be included in the report
in order to keep track of the good practices
implemented by operators.

The establishment of rules or criteria to assess the
importance of the findings is a difficult task but one
of substantial interest for both the authority and
the operator to assess the level of security
observed in a facility. One of the criteria that may
be used, where appropriate, is the repetitive nature
of a discrepancy: if the same finding is made twice
in a row, the inspector will naturally take a more
intransigent position on the resolution of the
discrepancy the second time he sees it.

The authority shall set the time limit for the
operator to reply to the inspection findings and/or
put an end to the points found to be in non-
compliance. The follow up of operator’s actions in
response to the inspection’s findings are an integral
part of the inspection process.

Although rarely used, it is important for the
authority to be able to impose graduated sanctions
in the event of significant or recurrent non
compliance findings. Inspectors rarely have to
confront this sort of situation, but, based on the
exchanges at the seminar, it is necessary to be
prepared. These penalties may consist of a fine the
amount of which is set to dissuade the operator
from allowing further discrepancies. In extreme
cases, a suspension or even withdrawal of
authorisation may be considered.

In light of the exchanges during the seminar, a
simplified inspection process may be established,
as seen on the previous page, making it possible to
distinguish the main steps of an inspection.
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preparation: definition of the topics to be checked according 
to the annual programme 

Review of previous inspections findings

Carrying out inspections: possible performance of scenario-based simulation
Consultation of documents and exchanges with management and employees

Verification of compliance of practices and procedures with those set 
forth in the authorisation/ licence

examination of the vulnerabilities in the physical protection and accounting 
and control of  nuclear material, or cybersecurity

operator informed of findings made during the inspection
and exchanges phase

Redaction of a follow-up letter and inspection report in which all the findings
are submitted, based on a graduated approach 

Transmission of the follow-up letter to the operator 
and of the report to the organisation

Triggering of sanctions process in the event 
of major or recurring discrepancies

Follow-up to operator’s responses
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6. Interface between safety
and security

The interfaces between nuclear safety and security
must be factored into the inspection process. These
two fields share the same objective: to protect the
population and the environment from radiological
discharges. They are therefore complementary.
Seminar participants thus consider coordination
and dialogue between the two inspectorates to be
a good practice.

Communications and mutual comprehension of
the assignments between inspectors respectively
in charge of safety and security is an important
point. If, for example, a nuclear safety inspector
notes what appears him to be an abnormal nuclear
security situation, it is deemed good practice for
him to notify his security colleague of the situation
in his field of expertise and vice versa. Further,

when a security inspector inspects a facility, he
must be careful to avoid creating a safety threat
and vice versa.

In some cases, the performance of joint inspections
between nuclear safety and nuclear security
inspectors may be sought. However, such an
approach may soon face regulatory restrictions on
the issue of information security, in particular as
regard the need to know principle. To go further,
communication with the other government
services or agencies in charge of facility inspections,
under the same conditions, seems to be
paramount. We can cite the services in charge of
supervision the non-nuclear part of industrial
facilities. These other services are likely to draw the
attention of the inspectors in charge of security on
weak points about which they may be aware in
operators’ security systems.
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IV. AVAILABILITY OF FULLY TRAINED
STAFF

1. Profile and background of
inspectors

There is no single background for all inspectors. On
the contrary, a service comprised of persons
coming from the fields of nuclear safety, police and
army as well as the industry makes it possible to
benefit from a diversity of skills needed to master
a field that is highly technical in many respects.
Whilst a local or national police officer has
competency in the area of security, it is often easier
for an engineer to understand the more technical
aspects of the field, in particular the industrial
processes that ultimately help identify the targets.

The employment of young graduates should not be
excluded, provided that they have undergone an
adapted training programme. When it meets the
organisational needs of the authority, hiring
inspectors from other government services makes
it possible for the small entities in charge of nuclear
security to bring in and develop a true inspection
culture.

2. Training

Training should as far as possible include in-the-
field work and theoretical instruction, without
excluding one for the other. Moreover, an emphasis
on certain content areas should be considered: the
inspector’s rights, responsibility and duties should
be addressed first. Training on regulations relating
to nuclear security, the protection of sensitive
information and training on technical subjects like
transport or physical protection should also be
viewed very early in the training. Safety principles
for facilities may not be a priority in the training
programme but has to be considered. A novice
inspector should never be sent alone on an
inspection; above all, he should first become
familiar with the inspection procedures before
going into the field.

Training should as far as possible incorporate a
mentoring period: new inspectors should take part
in several inspections and before they are asked to
take responsibility for an inspection on their own.
Senior inspectors acknowledged by their peers
should tutor them throughout their training period.



CONCLUSION

The ENSRA seminar, which brought together
inspection experts from all its member countries,
allowed for a wealth of exchanges and revealed a
general convergence in the supervision approach.
The specific conditions of each country were
discussed extensively, enabling everyone to
improve their own  approach and identify good
practices from which they could benefit.

Each authority has a different inspection system
adapted to their country’s regulatory culture and
supervision practices. The essential point is that
this system has its own consistency; it was
developed taking into account many factors such
as the type of facilities present in their territory, the
threat, the resources available, etc. This
compendium therefore does not present a uniform
view on inspection and, in a broader sense,
supervision, but rather a basis for reflection. It also
provides good practices that may be useful for
States that do not have advanced regulation in the
field or who would like to see it develop further.

It is important to exercise regulatory supervision via
a graduated and proportional approach to the
issues presented by the nuclear material,
associated facilities and transport, taking into
account their nature, quantity and industrial
processes used. It is therefore recommended that
the number of inspections performed on each
facility or transport be proportional to the risks
presented by said facilities or transport. The
development of an annual inspections programme
enables the authority to structure its inspection
process.

This inspection programme should in particular
determine the inspection topics. The latter may be
specific, for example, when dealing with physical
protection, which is crucial, information security,
security management and cyber security.
Concomitant presence of two nuclear security
inspectors during inspections is a plus, especially
for reasons of effectiveness. The importance of

communicating with the other government
services or other agencies responsible for facilities
inspection under other regulations (safety in the
nuclear or non-nuclear industrial fields) should be
emphasised.

During supervision, the inspectors should have
access to any document (within limits, especially
when it involves taking away classified information)
and be able to interview employees. This right
could be included in the regulations to ensure the
ability to perform unfettered investigations.
Similarly, the ability to test equipment is
fundamental. In addition, scenario-based
simulations, although very relevant for assessing a
facility’s security level, are difficult to implement
and require good cooperation with the operator.

It is essential that the inspection process  includes
a follow-up letter at the end of the inspection. Said
letter should ideally include all the findings,
including those deemed the least important. The
answers provided by the operator must be
followed up. A report may be issued for the
authority in conjunction with the sending of the
follow-up letter. A system of penalties must be set
forth in the event of serious or recurring non-
compliance.

The training of inspectors is essential and should as
far as possible combine in-the-field visits with
classroom instruction. It is worthwhile to have
inspectors with a diversity of backgrounds (local
and national police but who also have a scientific
or other background), especially those with prior
experience in  inspection activities  in that it
provides them with the skills to contend with the
very particular administrative culture in this field.
The training should cover the responsibilities, rights
and duties of the inspector and provide him the
necessary technical and regulatory knowledge. The
buddy system (or mentoring) training is effective
and should enable the experienced inspectors to
leverage their knowledge and know-how.
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